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The Government Records Access and 
Management Act (GRAMA) is one of 
Utah’s records laws.

Presenter
Presentation Notes
     The Government Records Access and Management Act (GRAMA), enacted in 1992, is one of Utah’s records laws. GRAMA is modeled after the federal Freedom of Information Act (FOIA), which went into effect in 1966. In the Freedom of Information Act Congress intended to reconcile the core value of open government with issues of personal privacy, and with the sensitivity of some government records. Just as FOIA governs access to federal records, GRAMA governs access to records created by government in Utah. All 50 states have laws which govern access to government records. 



Government Records Access and 
Management Act (GRAMA)

 What is the intent of the law?
 What does the law include?
 What is the extent of the law?
 Are there exceptions to its applicability?

Presenter
Presentation Notes
          This training will provide basic information about GRAMA and about how it applies to records access. The first section will provide background information, and will answer the following questions: 
What is the intent of the law? 
What does the law include? 
What is the extent of the law? 
Are there exceptions to its applicability? 



Intent of GRAMA UCA 63G-2-102(1)(2)

 The Government Records Access and 
Management Act

 Purpose:
 To balance the public’s right to access information 

about government business and the right of 
privacy in relation to personal data.

 To recognize the need of government to restrict 
records for the public good.

Presenter
Presentation Notes
     FOIA, GRAMA, and other “Sunshine Laws,” are designed to protect both privacy and transparency in government. GRAMA does this by creating and describing a classification system within which specific records can be identified so that appropriate access can readily be determined. Like FOIA, GRAMA includes an appeals process whereby decisions to deny access can be challenged. GRAMA begins with a statement that the Utah Legislature intended to balance the public’s right to access information about the conduct of public business with individuals’ rights of privacy in relation to personal information the government gathers about them. It is also necessary to recognize the need for the government to restrict certain records for the public good.



Intent of GRAMA UCA 63G-2-102 (3)

1) promote access to unrestricted records 
2) specify when restriction outweighs access
3) prevent abuse of confidentiality
4) provide guidelines for disclosure and 

restriction
5) favor access when countervailing interests 

are equal 
6) establish records management practices 

Presenter
Presentation Notes
     In its opening paragraphs the law further states that its legal intent is to: 1) promote the public’s right to easy access to unrestricted public records, 2) specify conditions under which the public interest in allowing restriction outweighs the public’s interest in access, 3) prevent government abuse of confidentiality by defining when confidentiality is appropriate, 4) provide guidelines for both disclosure and restriction which are consistent with national standards, 5) favor public access when countervailing interests are of equal weight, and 6) establish fair and reasonable records management practices. Government record keepers should consider these objectives when making decisions about whether to provide access to government records. 



Discussion Point
Facing Up: Privacy in the Era of Facebook

 Facebook's Mark Zuckerberg says privacy 
is no longer a 'social norm' 

 How is social media changing our approach 
to the privacy rights of individuals?

 How can governmental entities ensure 
privacy in the face of born digital records, 
online presence, and social media demands?

Presenter
Presentation Notes
     The increased use of electronic communication and social media is challenging the privacy of many records. 
     Facebook’s Mark Zuckerberg says that privacy is no longer a ‘social norm.’ Is social media changing our approach to privacy rights? Is electronic communication changing expectations about privacy? How can governmental entities ensure privacy in the face of born digital records, online presence, and social media demands? These are points for discussion. 
“Facebook's Mark Zuckerberg says privacy is no longer a 'social norm,’” by Emma Barnett, Technology and Digital Media Correspondent, The Telegraph (London), 11 January 2010.

Source: http://www.telegrap h.co.uk/technolo gy/facebook/ 6966628/Facebook s-Mark-Zuckerber g-says-privacy- is-no-longer- a-social- norm.html 
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GRAMA includes nine parts:

 I. General Provisions
 II. Access to Records
 III. Classification
 IV. Appeals
 V. State Records 

Committee

 VI. Accuracy of 
Records

 VII. Applicability
 VIII. Remedies
 IX. Public Associations

Presenter
Presentation Notes
     The State Archives web site has several links to GRAMA: Utah Code on the Legislature web site, Word and PDF versions are posted (http://www.archives.utah.gov/).   
     In the currently posted Word version, changes adopted in the most recent legislative session are highlighted in red. 
     As it was passed in 1992, GRAMA included all of the elements of both records access and records management. However, in 2008, most records management issues were moved to the Public Records Management Act, UCA 63A-12. 
     The current law includes the following nine parts:
Part I, called General Provisions, makes a statement of legislative intent, includes definitions for terms used in the law, and identifies exemptions; 
Part II, Access to Records, covers details about who should have access to records and how that access should be provided; 
Part III, Classification, includes details about records classification. It identifies three categories of restricted records: private, controlled, and protected, and  lists records that qualify for each classification.
Part IV, Appeals, outlines the appeals process for records access denial.
Part V, State Records Committee, creates the State Records Committee and outlines its duties, which are to approve records retention and to hear appeals to records access denials.  
Part VI, Accuracy of Records, identifies the rights of individuals about whom data is maintained, outlines how records can be amended, and explains that records must be maintained according to approved retention schedules.
Part VII, Applicability, identifies exceptions to the applicability of the law.  
Part VIII, Remedies, defines criminal penalties and liabilities associated with violation of the law.  
Part IX, Public Associations, states that public associations are also subject to this act. This section was added to cover the committees involved in managing the 2002 Olympic winter games in Utah.



Public Records Management Act UCA 63A-12

 Duties of the Division of Archives and 
Records Service

 Duties of the State Archivist
 Duties of governmental entities
 Records declared property of the state

Presenter
Presentation Notes
     The original Part IX, which was Archives and Records Service, is now the Public Records Management Act (UCA 63A-12). This law covers the creation of the State Archives, the responsibilities of the Archives, and the responsibilities of the State Archivist. It also covers the responsibilities of agencies and records officers for creating and maintaining records, and declares that records are the property of the state. Details of the Public Records Management Act are presented in Archives Records Management training.
      	



Applicability of GRAMA UCA 63G-2-103 (11)

 GRAMA applies to records created by Utah 
governmental entities.

 state executive department offices and agencies, 
the Legislature and its offices and committees, the 
courts, state funded institutions of education, and 
political subdivisions.

 offices, boards, committees, departments, that are 
established or funded by government to carry out 
public business. 

Presenter
Presentation Notes
     Since GRAMA applies to records created by all Utah governmental entities, the law provides a definition. As defined by GRAMA, “governmental entities” include the state executive department agencies and offices, the Legislature and its offices and committees, the courts, state-funded institutions of education, and political subdivisions. “Governmental entities” also include all offices, boards, committees, departments, advisory boards, and commissions, etc., to the extent that they are established or funded by government to carry out the public’s business. Political parties are not governmental entities.
	



Applicability of GRAMA UCA 63G-2-103 (22)

GRAMA applies to government records. 

Record means “a book, letter, document, 
paper, map, plan, photograph, film, card, etc. 

 information in any format, that was created or is 
maintained by government and which is 
reproducible. 

Presenter
Presentation Notes
     In order to clarify the extent of the law, GRAMA defines a “record.” “Record means a book, letter, document, paper, map, plan, photograph, film, card, tape, recording, electronic data, or other documentary material regardless of physical form or characteristics, that is prepared, owned, received, or retained by a governmental entity or political subdivision; and where all of the information in the original is reproducible by photocopy or other mechanical or electronic means”  (63G-2-103(22)(a)).
     This definition is in keeping with the ISO (International Organization for Standardization) definition of a record which is, “Information, created, received, and maintained as evidence and information by an organization or person, in pursuance of legal obligations or in the transaction of business” (ISO 15489-1:1002(E)).



Applicability of GRAMA UCA 63G-2-103 (22)

Record does not mean non government 
records

 examples: personal notes, temporary drafts 
created for personal use, personal calendars, junk 
mail, library or copyrighted materials, computer 
programs. 

Presenter
Presentation Notes
     GRAMA further clarifies the extent of the law by defining what a record is not. Record does not mean: a) a personal note or communication prepared or received by a government employee in his or her private capacity; b) a temporary draft or similar material prepared for personal use; c) material legally owned by an individual in his or her private capacity; d) material to which access is limited by copyright or patent; e) proprietary software; f) junk mail and commercial publications; g) books or other material contained in library collections and open to the public; h) daily calendars and notes prepared for personal use; and i) computer programs. This list is not exhaustive (63G-2-103(22)(b)). 



Applicability of GRAMA UCA 63G-2-105

GRAMA honors the validity of  
confidentiality agreements which are 
agreements executed prior to April 1, 1992, 
when the law took effect.   

 unless all parties agree in writing to be governed 
by GRAMA. 

Presenter
Presentation Notes
     GRAMA honors the continuing validity of confidentiality agreements which were executed prior to April 1, 1992. Records which were subject to confidentiality agreements are still subject to those agreements unless all parties agree in writing to be governed by GRAMA.  
	



Applicability of GRAMA UCA 63G-2-106

 GRAMA excludes all records relating to  
security measures

 security plans
 security codes, combinations, passwords
 passes and keys
 security procedures
 building and public works designs that relate to 

ongoing security measures 

Presenter
Presentation Notes
     Records regarding security measures and designed for the protection of persons and property are not subject to GRAMA. These records include such things as security plans, security codes, combinations and passwords, passes, keys, security procedures, and building and public works designs to the extent that the information they contain relates to ongoing security measures. 



GRAMA- Exceptions to applicability 
UCA 63G-2-701

 Political subdivisions can adopt ordinances or 
policies relating to information practices.
 Records retention, appeals process, etc.

 Every policy, ordinance, or amendment must be filed 
with the State Archives within 30 days of its effective 
date. 

 Classification standards of records and records 
access requirements cannot be altered 

Presenter
Presentation Notes
     There are exceptions to the applicability of GRAMA. The law grants political subdivisions the right to adopt policies or ordinances “throughout their jurisdiction relating to information practices, including classification, designation, access, denials, segregation, appeals, management, and retention of records.” While there is latitude for difference in establishing policies about records retention, about the appeals process, and about the implementation of specific practices, classification standards and access requirements cannot be altered.  
     Any political subdivision which does not adopt a policy or ordinance must abide by the provisions of GRAMA. Every policy, ordinance, or amendment must be filed with the State Archives within 30 days of its effective date. 



GRAMA- Exceptions to applicability 
UCA 63G-2-702

 The Judiciary and the Legislature and its staff 
offices are exempt from some of the 
requirements of GRAMA.

 not subject to appeal through the State Records 
Committee

 establish their own records retention schedules
 not subject to GRAMA fee schedules

Presenter
Presentation Notes
     The Judiciary and the Legislature and its staff offices are exempt from some of the requirements of GRAMA. Their records are still the property of the state, and classification standards and access requirements cannot be altered. However, they are not subject to the appeals process of which the State Records Committee is a part. The Judiciary and the Legislature are responsible for the management and retention of their own records. 



Public records are available to anyone

Presenter
Presentation Notes
     In many instances records are unquestionably public and openly available to the public. Both online and in government offices, many records are provided without the need for citizens to make formal requests. 



Public records

 What is a public record?
 Which records are specifically identified as 

public?
 Who can access public records?

Presenter
Presentation Notes
	     In this section we will present information about public records. It will review the GRAMA definition of a public record and provide examples of records that are specifically identified as public. Access to public records should be provided to everyone without restriction.
	 
What is a public record? 
Which records are specifically identified as public? 
Who can access public records? 




Public records UCA 63G-2-103 (21)

 Public Record means a record that is not 
private, controlled, protected, or otherwise 
exempt from disclosure.

 GRAMA states that “A record is public unless otherwise 
expressly provided by statute.” UCA 63G-2-201(2) 

Presenter
Presentation Notes
     By definition a public record is a record that is not classified as private, protected, or controlled, and is otherwise not exempt from disclosure (63G-2-103(21)). GRAMA states that anyone has the right to inspect a public record, free of charge, during normal business hours. GRAMA also states that a “record is public unless otherwise expressly provided by statute” (63G-2-201(2)). This means that “public” is the default classification for all government records.



Public records

 Examples

 a) laws UCA 63G-2-301 (2)(a)

 e) transcripts or minutes of an open meeting 
UCA 63G-2-301 (2)(e)

 l) voter registration records UCA 63G-2-301 (2)(l)

For a list of records that must always be classified as public see
UCA 63G-2-301(2)

Presenter
Presentation Notes
	     GRAMA includes a list of records that must always be disclosed in UCA 63G-2-301(2). This list includes such things as, 
laws, 
certain information about government employees, including names, business e-mail addresses and phone numbers, gender, gross compensation, job title, job description and qualifications; 
e) information contained in or compiled from the transcript or minutes of an open public meeting,
g) records filed with various offices that provide information about real property, including such things as titles, encumbrances, use restrictions, and tax status of real property, 
j) documentation of the compensation paid to a contractor or private provider; (a contractor works for government while a private provider is hired by government to work for the citizens); 
k) summary data, which means statistical data derived from restricted records that does not reveal the restricted elements; 
l) voter registration records, excluding the voter’s driver license number and Social Security number.

A business e-mail address and address can be a single address which the governmental entity designates as a means of public contact; 


http://le.utah.gov/~code/TITLE63G/htm/63G02_030100.htm�
http://le.utah.gov/~code/TITLE63G/htm/63G02_030100.htm�


Public records 
For a list of records that are classified as normally public, see

UCA 63G-2-301(3)

 Examples of normally public records.

 b) contracts UCA 63G-2-301 (3)(b)(d) 

 j) drafts UCA 63G-2-301 (3)(j)(k) 

 q) final audit reports UCA 63G-2-301 (3)(q)

Presenter
Presentation Notes
	     GRAMA lists records that are normally public. These records include those for which access or certain information within can be restricted if circumstances exist that make interests favoring restriction outweigh the interests favoring access. Normally public records are listed in UCA 62G-2-301(3) and they include: 
administrative staff manuals and policy statements, 
contracts,
records documenting compliance to the terms of a contract,
j) drafts that were circulated beyond the governmental entity and its immediate business associates, 
k) drafts that were not finalized but which were relied on to make a decision, 
q) final audit reports, 
r) occupational and professional licenses, and 
s) business licenses. 
           An example of a restricted classification for these normally public records might include administrative staff manuals for the prison that include information that potentially would be dangerous in the hands of inmates. In this instance this normally public record could be classified as protected under 63G-2-305(12), which protects information which, if disclosed, would jeopardize the security or safety of a correctional facility.  
           The examples provided here are not a complete list of records which GRAMA identifies as normally public or records that must be disclosed. Neither is the list identified in GRAMA exhaustive. But, to review, all records are public unless a there is a reason in law to restrict access. 

http://le.utah.gov/~code/TITLE63G/htm/63G02_030100.htm�
http://le.utah.gov/~code/TITLE63G/htm/63G02_030100.htm�


Access to public records UCA 63G-2-201(1)

 Every person has the right to inspect a 
public record during normal business hours 
and the right to make a copy.

Presenter
Presentation Notes
     Every person has the right to inspect a public record during normal business hours and the right to make a copy. This means that restrictions cannot be based on the reason the person is seeking a record, or conditional on citizenship, or any other personal characteristic.



Access to restricted records is limited 

Presenter
Presentation Notes
     GRAMA outlines specific categories of records for which access must be restricted. In addition to records restricted by GRAMA, other state and federal rules or laws can require restrictions on the access of certain records. In all cases, whether restricted by GRAMA or by some other rule or law, the law will describe the records to be restricted and then name those individuals who should have access. 
     GRAMA identifies three categories or classifications of records for which access must be restricted: 1) private, 2) controlled, and 3) protected. GRAMA also recognizes that access to other records may be restricted pursuant to court rule, another state statute, federal statute, or federal regulation. This section will look at these GRAMA classifications and then provide examples of records that are restricted by other statutes. 



Restricted records

 What is a private or controlled record?
 Which records are protected?
 Who can access restricted records?
 What other statutes govern records access?

Presenter
Presentation Notes
	     This section will introduce the restricted classifications GRAMA identifies. It will address these questions: 
What is a private or controlled record?
Which records are protected?
Who can access restricted records?
What other statutes govern records access? 



Restricted records UCA 63G-2-201(3)

 Records that are not public include:
 1) private records
 2) controlled records
 3) protected records
 4) any record to which access is limited pursuant 

to court rule, another state statute, federal statute, 
or federal regulation. 

Presenter
Presentation Notes
     GRAMA identifies three classifications of records for which access must be restricted: 1) private, 2) controlled, and 3) protected, and then includes, as not public, any record to which access is restricted pursuant to court rule, another state statute, federal statute, or federal regulation. Access to private and controlled records is restricted to protect the privacy of individuals. Access to protected records is restricted because restriction is in the public interest.   



Access to private records UCA 63G-2-202

 Private records contain data about 
individuals.

 Access is limited to the individuals who the 
information is about and their 
representatives.

Presenter
Presentation Notes
     Private records contain information about individuals. Access is limited to the individuals who the information is about and their representatives. Representatives include parents and guardians, legal representatives, any person with power of attorney, and physicians if the record in question is a medical record. GRAMA identifies records that are private and also records that are private if properly classified, which represents two levels or tiers of restriction. 



Private records UCA 63G-2-302(1)

 Private records, tier 1
 b) medical records, 
 c) records of publicly funded libraries that will 

identify a patron, 
 f) employment records that would disclose an 

individual’s home address, home phone number, 
Social Security number, insurance coverage, 
marital status, or payroll deductions, and  

 j) information about individuals which is voluntarily 
provided as part of that person’s online interaction 
with government. 

For a list of private records, see UCA 63G-2-302

Presenter
Presentation Notes
     Examples of records that are always private (tier one), include: 
b) medical records, 
c) records of publicly funded libraries that will identify a patron, 
f) employment records that would disclose an individual’s home address, home phone number, Social Security number, insurance coverage, marital status, or payroll deductions, and 
j) information about individuals which is voluntarily provided as part of that person’s online interaction with government
     This list represents only a few examples of private records. A complete list can be found in UCA 63G-2-302(1). A careful review of the list of private records as described in the law will be helpful for those making decisions about records access or those seeking to understand the law. 

http://le.utah.gov/~code/TITLE63G/htm/63G02_030200.htm�
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Private records UCA 63G-2-302(2)

 Private records, tier 2
 a) records that provide personal status information 

about employees, such as race, religion, 
disabilities, and performance evaluations, 

 b) records describing a person’s personal 
finances,

 d) other records containing data on individuals 
when disclosure would constitute a clearly 
unwarranted invasion of personal privacy. 

Presenter
Presentation Notes
	     GRAMA provides another list of private records, which it identifies as private if properly classified. This language offers record keepers the opportunity to consider the circumstances of a specific records request, and to use their best judgment in determining whether to restrict access. 
          Examples of records that are private if properly classified include:
records that provide personal status information about employees, such as race, religion, disabilities, and performance evaluations,
records describing a person’s personal finances, and 
d) other records containing data on individuals when disclosure would constitute an unwarranted invasion of personal privacy.

          The last example allows record keepers to restrict access in situations not contemplated in GRAMA, but in which they consider that the release of information will be a clearly unwarranted invasion of personal privacy. 



Private information concerning certain 
government employees UCA 63G-2-303

 “At-risk employees” can ask for specific 
personal information to be restricted.
 “at-risk employees” are law enforcement officials, 

judges, prosecutors. UCA 63G-2-303(1)

 “at-risk employee” to file request with each agency 
that holds his home address, home phone number, 
insurance coverage, or similar identifying information. 
UCA 63G-2-303(2)

 recipient entity will comply by blocking public access 
to the designated information. UCA 63G-2-303(3)

Presenter
Presentation Notes
     “At-risk government employees” can identify, for private classification, certain information about themselves and family members living in their household. An “at-risk” employee is defined as a current or former law enforcement official, peace officer, judge, or prosecutor. 
     In order to restrict access, the “at-risk” employee may file a written application to each agency that holds records containing his home address, home telephone number, insurance coverage, and other similar information, requesting that the agency classify this information as private.  Recipient agencies, such as county recorders, treasurers, or tax assessors can satisfy the requirements by providing a method of blocking public access to the home address and other information intended to be restricted. They may also provide a disclaimer informing the “at-risk” employee that he or she may not receive all official announcements or notices sent out by the agency.



Controlled records UCA 63G-2-304

 Records that contain medical, psychiatric, or 
psychological data about an individual are 
controlled when
 releasing the information to the subject of the record 

would be detrimental to his or her mental health or to 
the safety of any individual, or

 releasing the information would constitute a violation of 
normal professional practice.

Presenter
Presentation Notes
     Controlled records are similar to private records in that they contain personal information. However, the designation of controlled is limited to records which contain medical, psychiatric, or psychological data about individuals that is restricted because releasing the information to the subject could be detrimental to his or her mental health, to the life or safety of any individual, or when releasing the record would constitute a violation of normal professional practice.
     Information in controlled records is available only to health care providers and is not available to the subject of the record.   
     For example, a psychiatrist or counselor who is working with a troubled child would not provide access to notes taken during counseling sessions to the parents of the child but might provide them to a new counselor who assumes responsibility for working with the child.



Access to controlled records UCA 63G-2-202(2)

 Controlled records can be released to:
 a physician, psychologist, certified social worker, 

insurance provider, or government public health 
agency who has a notarized release from the subject 
and whose signed acknowledgment prohibits him or 
her from further releasing the record.

 anyone authorized by court order or legislative 
subpoena.

Presenter
Presentation Notes
     Controlled records are released only to health care providers who have a notarized release from the subject of the record. The release should have been signed at the time the subject became a client. Any health care provider who is the recipient of a controlled record should sign an acknowledgment that he or she will not further distribute the record or release it to the subject.  
     Controlled records can also be released to individuals who have a court order or legislative subpoena requesting release.



Access to protected records UCA 63G-2-202(4)

 Protected records usually do not contain 
data about individuals, but access is 
restricted because it is in the public interest.

 Access is limited to the individuals who 
provided the record.

Presenter
Presentation Notes
     Protected records usually do not contain data about individuals, but they contain information that is restricted because restricting access is in the public interest. Generally, access to protected records is limited to those who provided the record. Currently, GRAMA includes 60 categories of protected records. 



Protected records UCA 63G-2-305

 2) commercial or non-individual financial information if 
disclosure could result in injury, unfair competitive 
advantage, or impair obtaining information in the 
future.

 3) commercial or financial information to the extent 
that disclosure would lead to financial speculations 
that would be detrimental to government or the 
economy. 

 4) records the disclosure of which could cause 
commercial injury or a competitive advantage to a 
competitor of a commercial project entity.

For a list of protected records, see UCA 63G-2-305

Presenter
Presentation Notes
     Some common examples of restricted records include:
2) commercial or non-individual financial information if disclosure could result in injury, unfair competitive advantage, or impair obtaining information in the future.
3) commercial or financial information to the extent that disclosure would lead to financial speculations that would be detrimental to government or the economy.
4) records the disclosure of which could cause commercial injury or result in a competitive advantage to competitor of a commercial project entity.
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Protected records UCA 63G-2-305

 5) test questions and answers to be used in license, 
certification, registration, employment, or academic 
exams. 

 6) records the disclosure of which would give an unfair 
advantage to someone proposing to enter into a 
contract or agreement, except bids and proposals 
cannot be restricted once the bid has been awarded. 

 7) records that identify real property or the value of 
real property under consideration for public 
acquisition.

 9) records created…for audit purposes if release could 
interfere with the audit.

Presenter
Presentation Notes
     More examples of protected records are:�5) test questions and answers to be used in license certification, registration, or academic exams.
6) records the disclosure of which would give an unfair advantage to someone proposing to enter into a contract or agreement, except bids and proposals cannot be restricted after the bid has been awarded. 
7) records that identify real property or the value of real property under consideration for public acquisition.
9) records created for audit purposes if release could interfere with the audit.�     Additionally, records which, if disclosed, will interfere with investigations undertaken for enforcement, discipline, licensing, certification, or registration purposes; and records which, if disclosed, would create a danger of depriving a person of a right to a fair trail or impartial hearing.



Protected records UCA 63G-2-305

 14) records and audit work papers that identify audit 
procedures and methods used by the Tax Commission 
if disclosure would interfere with audits or collections, 

 15) records relating to an audit until the audit is 
complete,

 16) records prepared in anticipation of litigation,
 17) attorney’s work product,
 18) communications with an attorney,
 32) transcripts and minutes of a closed public meeting,
 51) an individual’s home address and home phone 

number if they were required to provide it.

Presenter
Presentation Notes
     Other examples are:
14) records and audit work papers that identify audit procedures and methods used by the Tax Commission if disclosure would interfere with audits or collections.
15) records relating to an audit until the audit is complete
16) records prepared in anticipation of litigation
17) attorney’s work product
18) communication with an attorney
32) transcripts and minutes of a closed public meeting.
51) an individual’s home address and home phone number if they were required to provide it.

     Again, this list comprises only a few examples of protected records. Many records become protected only when certain situations or circumstances exist. For example, any record is protected when its release could endanger someone’s life or safety (UCA 63G-2-305(10)). Once more, a careful review of the list of protected records as described in the law will be helpful for those seeking to understand the law. 




Access limited by other statutes UCA 63G-2-201(3)(b)

 The Government Records Access and 
Management Act (GRAMA) states that records 
to which access is restricted by a court rule 
or another state or federal statute are not 
public.
 HIPAA (Health Insurance Portability and 

Accountability Act)
 FERPA (Family Education Rights and Privacy Act) 

Presenter
Presentation Notes
     GRAMA provides guidelines to help governmental entities determine which records should be disclosed to the public and which records should be restricted by classifications of private or controlled. But, GRAMA also states that any record to which access is restricted by a court rule or another state or federal statute is not public. These records should always be governed by the requirements of that rule or statute. When some other statute defines access to specific records, that statute always prevails over the requirements in GRAMA.
     Some examples of other statutes that govern access to records are HIPAA, the Health Insurance Portability and Accountability Act, which almost everyone is familiar with. FERPA, or the Family Education Rights and Privacy Act, governs access to student records. 
     Some sections of the Utah Code govern access to records relating to the subjects they address. One example is the Vital Statistics Act (UCA 26-2-22(1)(a)), inspection of vital records. ”The vital records shall be open to inspection, but only in compliance with the provisions of this chapter, department rules, and Section 78B-6-144.” This section identifies specific individuals who are entitled to receive copies of birth and death certificates, and states that death certificates become public after 50 years. Birth certificates become public after 100 years. 









  



Classification Activity

Presenter
Presentation Notes
Interactive activity.



Classification considerations

 Who is responsible to classify records?
 Can information be segregated?
 What is a subpoena?
 Can restricted records be shared?

Presenter
Presentation Notes
          This section will address additional classification considerations. It will answer these questions: 
Who is responsible to classify records? 
Can information be segregated? 
What is a subpoena, and how should it be handled? 
Can records that have been classified private, protected, or controlled be shared with other governmental entities? 
How is classification notification sent to the Archives?   




Classification responsibility UCA 63G-2-307

 may classify a record series at any time, but 
not required to classify a record until access is 
requested.

 may re-designate a classification for a record 
series or re-classify information within a record 
at any time.

Presenter
Presentation Notes
     GRAMA provides that each governmental entity should evaluate all of the records it uses or creates and designate classifications. However, the law does not require that any record be classified until that record is requested. An effective method of managing classification decisions is to designate intended classifications for each record series the agency maintains. This will provide a basic framework for appropriately determining a classification when a record is requested. With designated classifications in place records officers can more easily evaluate specific records on a case-by-case basis to determine the appropriate classification when requests are received. 
     Of course, agencies may re-designate classifications or re-classify information in records at any time. 
     If records officers need help in determining how to classify records they should consult their legal counsel. Additionally, suggested classifications are provided in the model retention schedules on the Archives web site. Archives records analysts are available for consultation about classification decisions.



Segregation of records UCA 63G-2-308

 If a governmental entity receives a request for 
records that contain information the requester 
is entitled to and information he or she is not 
entitled to, then allow access to the 
information the requester is entitled to and 
deny access to information he or she is not 
entitled to.

Presenter
Presentation Notes
     If a governmental entity receives a request for records that contain information the requester is entitled to and information he or she is not entitled to, then the agency should allow access to the information the requester is entitled to and deny access to information he or she is not entitled to. This is done through redaction (obscuring restricted information in a document). 



Classification is temporary UCA 63G-2-310 

 Unless a reason for restricted access still 
exists, all records become public after 75 
years. 

Presenter
Presentation Notes
     All record classifications are temporary. Records that are not classified as public should become public when the justification for the restrictive classification no longer exists. All records are presumed to be public 75 years after their creation, with the exception that records containing information about individuals 21 years of age or younger at the time of the record’s creation shall be presumed public after 100 years. 




Subpoena is not a GRAMA request              
UCA 63G-2-207

 A subpoena is court-ordered request for 
records. 

 It must be signed by a judge. 
 A subpoena is not a GRAMA request.

Presenter
Presentation Notes
     The word “subpoena” means “under punishment.” It is an order from a court for a person to appear or to provide records under punishment for failure to appear or produce. A subpoena is a court-ordered request for disclosure. It must be signed by a judge of competent jurisdiction. A subpoena is part of the judicial process and should not be responded to without the help of legal counsel. A subpoena should be turned over to the attorney who represents the agency.
 




Records can be shared UCA 63G-2-206(1) and (4)

 Restricted records can be shared with:
 other government entities

 Before sharing a record notify the recipient of the 
classification.

Presenter
Presentation Notes
     Records that are restricted from public access through classifications of private, controlled, or protected, or that are restricted by some other statute, can be shared within government. GRAMA outlines in broad terms, the entities with which sharing records is appropriate. GRAMA states that records can be shared with other governmental entities, government-managed corporations, political subdivisions, the federal government, and other state governments. Governmental entities that share records with other governmental entities should notify the recipient of the records’ classification. The recipient must abide by the classification determined by the creating agency.    




Records can be shared  UCA 63G-2-206(1)

 Restricted records can be shared when the 
recipient:
 is a repository or archives.
 records are needed for such things as enforcement or 

investigation. 
 is entitled by law to have the record.

Presenter
Presentation Notes
	     GRAMA specifically lists the governmental entities with which it is appropriate to share records. Records can appropriately be shared when the recipient:
a) is a repository or archives and assists with the records’ preservation, storage, maintenance, or destruction
b) needs the record for an investigation or for enforcement purposes
c) is entitled by law to have the record
d) needs the records for pre-sentence, parole, or probationary purposes, or
e) is a member of the Legislature or of a legislative staff or committee and needs the record as part of the legislative process.  






Providing Access to 
Government Records, Part II

Utah State Archives -- 2011



The Government Records Access and 
Management Act (GRAMA) provides 
records requests

Presenter
Presentation Notes
     The public can request access to government records through what is commonly called a GRAMA request. The law outlines specific processes and requirements for handing GRAMA requests. 



GRAMA Requests

 What is a GRAMA request?
 What constitutes a response? 
 How do extraordinary circumstances affect 

responses?
 What are the requirements for providing 

access to records?
 What fees can be charged?
 What is the process for denying access?

Presenter
Presentation Notes
     This section will address these questions:
What is a GRAMA request?
What constitutes a response? 
How do extraordinary circumstances affect responses?
What are the requirements for providing access to records?
What fees can be charged?
What is the process for denying access?



GRAMA Requests

“…a person making a request for a record shall
submit the request to the governmental entity
that prepares, owns, or retains the record.”

-UCA 63G-2-204 (2)(a)

Presenter
Presentation Notes
     A GRAMA request is simply a records request. The first requirement is that “a person making a request for a record shall submit the request to the governmental entity that prepares, owns, or retains the record.”



What is a GRAMA request? UCA 63G-2-204(1)

 Requesters must provide a written request to access 
government records. The request must include: 
 the person’s name, address, and daytime phone number. 
 a description of the requested record that identifies the 

record with reasonable specificity. 

A sample form can be found on the Archives website:
http://archives.utah.gov/recordsmanagement/forms/forms.html

Presenter
Presentation Notes
          The law requires a person making a request to furnish the governmental entity with a written request containing the person’s name, address, daytime phone number and a description that identifies the requested record(s) with reasonable specificity.  Government offices routinely provide public records without a GRAMA request, but a written request is required to initiate the time frames and other requirements outlined in GRAMA.
	     Offices that receive frequent GRAMA requests usually provide a GRAMA request form. Some agencies are moving to an online GRAMA request form. A sample request form can be seen on the Archives web site, or agencies can create their own. Important points are that the request must be “in writing,” and that it must contain the essential information listed above.  
	     Agencies should designate trained employees to handle GRAMA requests. 



GRAMA request response UCA 63G-2-204(3)

 Normal response:
 as soon as reasonably possible, but no later than 

10 business days after receiving a written request.  

 Expedited response:
 Must demonstrate that the records requested 

benefit the public interest.
 information requested for a story or report in a 

publication is presumed to be acting in the public 
interest. (UCA 63G-2-204 (4))

 notify within five business days after receiving the 
request.

Presenter
Presentation Notes
     Records officers should respond to GRAMA requests as soon as reasonably possible, but no later than ten business days after receiving the written request. Or, if the requester has asked for an expedited response, no later than five business days. 
     An expedited response can be requested when divulging the information benefits the public rather than a person. GRAMA states that, “Any person who requests information for a story or report for publication or broadcast to the general public is presumed to be acting to benefit the public rather than a person” (UCA 63G-2-204(4)).
     If a records officer declines to expedite a response he or she must notify the requester within five business days.     

http://le.utah.gov/~code/TITLE63G/htm/63G02_020400.htm�


What constitutes a response? UCA 63G-2-204(3)

Four Responses: 
 The agency can provide a referral if it does 

not maintain the requested record. 
 The agency can approve the request and 

provide the record.
 The agency can notify the requester that, 

because of extraordinary circumstances, 
more time is needed to process the request.

 The agency can deny the request in whole 
or in part.

Presenter
Presentation Notes
	     There are four possible ways to respond to a GRAMA request. They are: 1) provide a referral if the agency does not have that record; 2) provide the record; 3) request more time to provide the record; and 4) deny access to the requested record.
	     Always, the first step in processing a GRAMA request is to determine whether the office has the requested information. If the office does not maintain the requested information, then an appropriate response will be to provide the requester with a referral to the appropriate office along with contact information if possible. 
	     If the office does have the requested record, the second step is to classify the requested records to determine whether access should be granted.
          If the records officer determines that providing access is appropriate, the record should be provided. 
	     If the records request is so complex that the records cannot be provided within ten business days, or if other extraordinary circumstances exist, then the agency should notify the requester of the circumstances, and let him or her know when to expect a further response.  
	     If the records officer determines that a restricted classification is appropriate and that the requester is not entitled to the record, then the requester should be provided with a written notice of denial.





Extraordinary Circumstances UCA 63G-2-204(5)

 The request is for a voluminous quantity 
records.

 The governmental entity is processing a large 
number of records requests.  

 The request requires examination of a large 
number of records to locate the requested 
information.

Presenter
Presentation Notes
	     GRAMA goes into detail about possible extraordinary circumstances and outlines what should be done in each case. If the request is for a voluminous quantity of records, if the governmental entity is processing a large number of records requests, or if the request requires examination of a large number of records to locate the requested record, then the agency should, first, disclose any responsive records that are immediately available; second, provide the requester with an estimate of how much time will be needed to complete the records request, and, finally, complete the work and disclose the records as soon as reasonably possible. A request for multiple records can be treated as multiple requests which a records officer can answer sequentially. 
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Extraordinary Circumstances UCA 63G-2-204(5)

 If another governmental entity is using the 
record. 

 If another governmental entity is using the 
record as part of an audit. 

Presenter
Presentation Notes
	     If another governmental entity is using the record then the originating office shall promptly request that the record be returned, and five extra days are allowed for a response.
	     If another governmental entity is using the record as part of an audit, and returning the record would interfere with completion of the audit, then notify the requester when the record is expected to become available.  
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Extraordinary Circumstances UCA 63G-2-204(5)

 The decision about whether to release the 
record requires the involvement of legal 
counsel to make a classification 
determination.

 Providing the requested records requires 
extensive editing or involves segregating 
information. 

Presenter
Presentation Notes
	     If the decision about whether to release the record requires the involvement of legal counsel in order to make a classification determination, then five extra days are allowed.
	     If providing the requested records requires extensive editing or involves segregating public information from restricted information, then 15 days are allowed. If segregation requires computer programming then the record should be provided as soon as reasonably possible.   
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Extraordinary Circumstances UCA 63G-2-204(5)

 If an office is sharing and retaining a record 
that originated in another office, there are two 
options:
 forward the request to the originating office
 respond to the request

Presenter
Presentation Notes
	     GRAMA states that, “a person making a request for a record shall submit the request to the governmental entity that prepares, owns, or retains the record” (63G-2-204(2)(a)). However, if the request is made to an office that is retaining a shared record, then the request can be returned to the originating agency or the recipient agency can respond. If the recipient agency responds to the request, then the classification decisions of the originating office must be honored. 

http://le.utah.gov/~code/TITLE63G/htm/63G02_020400.htm�
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Providing access UCA 63G-2-201(8)

In response to a request, a governmental entity 
is not required to:

 create a record; 
 compile, format, manipulate, package, 

summarize, or tailor information; 
 provide the record in a different format;
 fill a request if it unreasonably duplicates 

prior requests from that person; 
 fill a request if the record requested is 

publicly available, such as available online.  

Presenter
Presentation Notes
	     If no restrictions apply, or if the requester is entitled to receive a restricted record, then the governmental entity should provide a copy of the records. GRAMA outlines some guidelines for providing access.
	     GRAMA includes some safeguards to help protect government from unreasonable records requests.
          In response to a request, a governmental entity is not required to create a record; compile, format, manipulate, package, summarize, or tailor information; fill a request if it unreasonably duplicates prior requests from that person; or fill the request if the record requested is publicly available, such as being available online. 
	     Upon request a governmental entity can agree to provide records in a particular form if it can be done without unreasonably interfering with government business, and if the requester is willing to pay for the time involved in compiling, reformatting, or summarizing.  




Providing access UCA 63G-2-201(11) and (12)

 Records cannot be denied based on their 
physical form, i.e., electronic format.

 Government must comply with requests for 
electronic format 

 if the requester states that as a preference,
 if the record is being maintained in electronic 

format and can be provided without reformatting, 
 if information that is exempt from disclosure can 

be segregated.

Presenter
Presentation Notes
	     A governmental entity cannot use the physical form, electronic or otherwise, to hinder the rights of anyone to inspect or make copies of records.
	     A governmental entity should provide an electronic copy of a requested record in lieu of paper if the record is being maintained in that format, if the requester states a preference for an electronic copy, and if providing an electronic copy does not reveal any information that should be restricted.
	     The governmental entity may allow a person requesting more than 50 pages to copy the records if the records do not contain files that are exempt from disclosure and must be segregated, and if reasonable safeguards are in place to prevent the loss of records.




Providing access UCA 63G-2-202(6)(9); UCA 63G-2-201(5)

 Before providing access to any restricted 
record proof of identity is required.

 Undocumented Citizens
 Widows
 Name other examples

Discussion Point:

Presenter
Presentation Notes
	     Before providing access to any restricted record, proof of identify should be required. What types of ID will be accepted? What about undocumented citizens? What about widows seeking a deceased husband’s records? Where questions like these are relevant, governmental entities should consult legal counsel and formulate policies about how to handle the requests.

Discussion point—ID policy, what is accepted?

Each agency should have a written policy and follow it.
Consult with legal counsel when formulating the policy.
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Fees UCA 63G-2-203(1)(2)(3)

 A fee may be charged to cover the actual 
cost of providing the record. 

 Fees should be calculated based on the 
salary of the lowest paid employee with the 
necessary skill and training to complete the 
request.

 Fees may be requested up front.

Presenter
Presentation Notes
	     GRAMA states that a governmental entity may charge a reasonable fee to cover the actual cost of providing a record. 
	     If the record is provided in a form other than that in which it is normally maintained then the fee can include the cost of staff time used for compiling, formatting, manipulating, packaging, summarizing, or tailoring data into a format or organization that meets the requester’s needs. However, no charge can be made for the first quarter hour of staff time 
	     The fee can also include direct administrative costs, and staff time for search and retrieval.
	     For state agencies, fees are established by the egislature. Local governments should establish fees by ordinance or written formal policy. It is a good idea to establish a fee schedule which includes copying costs. Fee schedules provide consistency and let everyone know up front what to expect. 
	     Before processing a request, a governmental entity may require payment of past fees or of future estimated fees if fees are expected to exceed $50 or if the requester has not paid for previous requests.
	     Fees cannot be charged for reviewing a record to determine whether it is subject to disclosure or for allowing a requester to review the record.





Fee Waivers UCA 63G-2-203(4)

 A fee may be waived if the request benefits 
the public rather than a specific individual. 

 fees can be waived for: 
 impecunious individuals, 
 or for records which directly affect the requester’s 

legal rights. 

Presenter
Presentation Notes
	     In some instances fees may be waived. GRAMA encourages waiving the fee when filling the request benefits the public rather than a specific individual. Once more, it is assumed that “any person who requests a record to obtain information for a story or report for publication or broadcast to the general public is presumed to be acting to benefit the public rather than a person” (UCA 63G-2-204 (4)).
	     GRAMA also encourages the waiver of fees for impecunious individuals, such as prisoners, whose legal rights are affected by the requested records.
	     An agency policy should address waivers but, because GRAMA provides for waivers, agencies cannot have a policy that simply states that fee waivers will never be granted.



Denying a GRAMA Request UCA 63G-2-205

 A governmental entity must provide a written 
notice of denial. 

 The notice of denial must contain the following 
information: 

 a description of the records to which access is being 
denied.

 the legal citation to the provisions of GRAMA or other 
statute which is the basis for denying access to the 
requested records.  

 a statement that the requester has the right to appeal this 
decision to the chief administrative officer.

 a statement of the time limits for filing an appeal (30 days) 
 the name and business address for the chief 

administrative officer.

Presenter
Presentation Notes
     The final possible response is that a governmental entity can determine that access to requested information should be restricted. When denying access, either in whole or in part, a governmental entity must provide a written notice of denial. The notice of denial must contain the following information:
1. a description of the record(s) to which access is being denied.
2. the legal citation to the provision(s) of GRAMA or other statute which is the basis for denying access to the requested records.  
3. a statement that the requester has the right to appeal this decision to the governmental entity’s chief administrative officer.
4. a statement of the time limits for filing an appeal (30 days) 
5. the name and business address for the chief administrative officer.

     A sample denial form is available on the Archives web site.




The appeals process

 What can be appealed?
 What is the appeals process?
 What is the State Records Committee?
 How can the number of appeals be reduced? 

Presenter
Presentation Notes
      This section will answer the following questions:
What can be appealed?
What is the appeals process?
What is the State Records Committee?
How can the number of appeals be reduced? 



Requesting an Appeal UCA 63G-2-401; 203(6)

 Reasons to request an appeal:
 the requester does not agree with the agency’s 

decision to restrict a record. 
 a requester believes that his request for a fee 

waiver was unreasonably denied. 

Presenter
Presentation Notes
     If a requester does not agree with the agency’s decision to deny access to a record, there is an appeals process that allows for an appeal of the records officer’s decision. Also, a person who believes that his or her request for a fee waiver was unreasonably denied can appeal this in the same manner.



Requesting an Appeal

Presenter
Presentation Notes
     Throughout the appeals process time limits apply. As previously mentioned, after receiving a request a governmental entity must respond within 10 business days. If access is denied, the requester has 30 days in which to appeal to the chief administrative officer. After receiving the appeal, the chief administrative officer has 5 business days to respond. If access is still denied, the requester has 30 days to schedule an appeal with the State Records Committee or other records board. 



State Records Committee

Seven Members:
 State auditor's designee -- Betsy Ross
 State History’s designee -- Doug Misner
 Governor's designee -- Patricia Smith-Mansfield
 Citizen member -- Scott Daniels
 Local government -- Ernest Rowley
 Private records manager -- Scott Whittaker
 Media -- Lex Hemphill

Presenter
Presentation Notes
	     The state records committee is a seven-member body whose members are appointed by the governor. Committee membership includes: 1) the state auditor or auditor’s designee; 2) the director of state history or designee; 3) the governor or his designee; 4) a citizen member; 5) an elected official representing political subdivisions; 6) an individual in the private sector whose profession requires him to create and manage records that if managed by government would be private or controlled; and 7) an individual representing the news media. Diversity in membership should provide essential viewpoints to make sound decisions.




State Records Committee UCA 63G-2-502

 The SRC hears appeals for records access 
denials.

 All SRC decisions and orders are posted on the Archives 
website:

http://archives.utah.gov/src/srcappeals-1992-1994.html

Presenter
Presentation Notes
     The State Records Committee has two primary responsibilities: 1) to review and approve records retention schedules, and 2) to hear appeals for records access denials. The committee is mandated to meet at least quarterly, but in reality the committee meets once a month. Currently, the committee is hearing one to four appeals each month. 
     State Records Committee hearings are informal. They are held in the State Archives training room, with committee members seated across the front of the room with the involved parties facing them.  Each party introduces its position in an opening statement, after which each has twenty minutes to present its case. Members of the State Records Committee can ask questions. After each party makes a closing statement, the records committee openly deliberates about the issue. One member of the committee will propose a motion. The committee will continue to discuss the motion until the committee chair calls for a vote. State Records Committee decisions are made by majority vote.  
     Decisions and orders of all SRC hearings since 1992 are posted on the Archives web site. Anyone can browse these hearings to see how the committee decided on issues involving a variety of records requests. Committee members are not always unanimous in their decisions because classification decisions are often subjective. 


http://archives.utah.gov/src/srcappeals-1992-1994.html�


Reducing the number of appeals

 Ask for a reasonably specific request.

 Guide requesters to records with 
information they seek.

 Take the request seriously and be 
helpful.

Presenter
Presentation Notes
     Records access appeals and SRC hearings take time and resources that might be better spent elsewhere. It stands to reason that careful consideration before making classification decisions could reduce appeals. Susan Mumford, the State Records Committee executive secretary and a records analyst for the Utah State Archives, has offered these suggestions for reducing the number of appeals:
     If the request is not reasonably specific, help the requester formulate a specific request. Confusion and misunderstanding can result unless a request is defined in a way that both parties understand exactly what information is being sought.
     Try to understand what information the requester is asking for, and guide the requester to the records that contain that information. Usually, requesters are not familiar with agency record-keeping systems and, while they may know what information they want, they may not know how to ask for it. The retention and classification reports on the Archives web site may be helpful.
     Take the request seriously and take time to be helpful and thorough. People making requests care about the records they are requesting.



Reducing the number of appeals

 Clearly state the reason for denial using a 
legal citation.

 Follow good records management 
practices and understand your records.

 Provide access when all competing 
interests weigh equally in the balance.

Presenter
Presentation Notes
     When you deny access to records, clearly state the reason in writing. Access cannot be denied without a reason in law, so each denial should include a legal citation that informs the requester of the basis for the decision. Provide clear information about how to appeal the denial.
     Good records management practices are always helpful in being able to provide access to records requests. Some hearings have involved records that were not provided because they could not be located.
     Remember that access should be provided when all interests weigh equally in the balance.
     Training and familiarity with the law will also help decision makers make good choices about classification decisions. 



Thank you!  Any questions??

Presenter
Presentation Notes
Thank you.
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